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Overview

Introduction

Admin By Request offers a custom-built, fully integrated ServiceNow application for customers who
prefer to manage core features of Admin By Request via the ServiceNow platform, rather than through
the Admin By Request Portal.

This article provides a step-by-step guide on how to authorize and enable the integration and access
the Requests and Auditlog features through ServiceNow.

Assumptions

The article assumes you are installing the ServiceNow application from scratch (i.e., not upgrading to a
new version of the app).

If upgrading, extra steps might need to be taken in addition to those listed in the Integration Tasks
section:

*  Any extra flows will not be automatically deleted upon upgrading, so you must manually delete
those not listed in task or uninstall the app and reinstall the new
version. This is not an issue for first-time installers.

* Upon upgrading, you must go into Properties in the app and input the API Key again (see task
).

Prerequisites

You must have administrator access to your ServiceNow instance and some familiarity with the
platform.

To enable this integration, you must first obtain an Admin By Request API Key for your tenant:

1 Loginto the Portal and go to Settings > Tenant Settings > APl Keys > APl KEYS.
2. Onthe API Keys tab, click Add New.

3. Name the key via link Edit description and click the Save button. This key is used later to establish
the connection to ServiceNow.

A green tick icon appears next to the Save button when the action is complete.
4. Make a note of the API Key or copy it to the clipboard.

Something Missing?

If you've identified a bug or have a suggestion for this integration, or another SIEM integration you'd like
us to add, contact us and we'll see what we can do.
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NOTE

The task descriptions in this document (and screenshots in particular) cover the state of
ServiceNow at the time of writing. While every effort is made to ensure currency, the screens you

see during setup may look a little different, especially color schemes and the placement of buttons
and links.

Integration Tasks

The remainder of this document describes the tasks required to configure the integration.
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Integration Tasks

Introduction

The following tasks are covered in this section:

A. Install Integration

The integration described in this document is made possible through a connection between

ServiceNow and Admin By Request via a custom-built ServiceNow application. The first task involves
installing the app in ServiceNow.

1 Gotothe , and select Integrations from the top menu:
N servicenow
¥ Store
Apps and Solutions  Mow Assist Al Agents  ServiceNow Products Innovation Lab  Events  About Store
©

e We're making going back to the workplace, work for

-

Featured (4)
QE:; My Subscription

Listing Type

Applications

SAMSUNG SDS OC AutomatePro

Let's make progress

Generative Al
OEM Solutions

Ancillary Scftware

Content Zero Touch Mobility AutomatePro
Template Enjoy fully automated and touch-free EMM/UEM Faster Platform Upgrades with Inteligent Automated
enroliment/unenrollment, forward/reverse logistics,.. Testing
Offered BV ~ Samsung SDS America Inc WWWwwwW AutomartePro Ltd LA 8 8 & ¢
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2. Use the search box to search for Admin By Request. Scroll down to the Integrations section, and

select the Admin By Request app:

o admin by request

Innovation Lab

nts  ServiceNow Products

Integrations

Playbook
Automate requests for public
records of information using...

WWRWW

Integrations (23)

2]

Admin By Request
Eliminate local admin rights
The Cloud People WWRWW

BT Request Management
Integration

An easy and secure way for
you to manage and...

Events

About Store

Playbook
Digitize public services and

Zo00m

7

CYBERARK

Video Communicat W

quickly fulfill...

WWwWWww

Zoom Admin Alerts

Automatically receive and
convert Zoom admin alerts...

L

PN

f R il g

“
L

Cyberark-EPM-Plugin-
Manual-Request

This application leverages
Cyberark EPM to create..

LA 8 8 & 4

o # B

A

k\[ﬂdl'\ﬂ Manager
Manage your Request for
Services

Kyndryl In W WY

View More
e Zilla Security Access

Requests

Zilla Security makes identity
security and governance...

illa Security Inc

Kyndryl Integration -

k\/l‘ldl'\ﬂ Service Request Inbound
ServiceNow Service Request
Integration Automation

Kyndryl Inc L 2 8 8 8 4

3. Inthe Admin By Request app page, select the Get button on the right-hand side:

Apps and Solutions  Now Assist Al Agents

¢« Back to Search Results

Admin By Request

Eliminate local admin rights

The Cloud People AS

ServiceNow Products

Compatibility: Xanadu, Washington DC, Vancouver

Pricing
Free

A A Ay A A
T T 17 0 No Reviews

2= Product Details

Summary

Seamlessly extend Admin By Request features
into ServiceNow.

Innovation Lab

m Cenified App

Integrations

Share With Y f

Events

About Store Help

Get

Contact Seller —

Type
Integration

Version
116

Licensing
View Licensing Requirements

Compatibility
Xanadu
Washington DC
Vancouver

Terms and Conditions

Viaw Tarme And Canditinne

4. Follow the instructions on screen to install the app in your ServiceNow instance.

1 May 2025

Integration Tasks

PAGE 4


https://www.adminbyrequest.com/en/

| By Request

ADMINBYREQUEST.COM

B. Authorize Connection

Data-sharing from the Admin By Request portal to ServiceNow requires a connection between the

ServiceNow application and the Admin By Request public API. Task B of the integration process
involves authorizing this connection.

1 Inyour ServiceNow instance, using the Filter Navigator search box, locate the Admin By Request
app:

‘( hlter navigator

(:/ Admin By

=

Admin By Request €—

2. Select Properties from the sub-menu:
Admin By

=

Admin By Request

Requests

Auditlogs

3. Inthe ABR Properties page, paste your API key into the APl Key text box:

ABR Properties

Connection properties

APIKey (D
| |

Select the datacenter that you have been assigned.  (3)

EU

A

1 May 2025
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NOTE

Your data is stored in a data center that is located in one of two geographic locations - one in
Europe and one in the USA.

To determine your data location, go to page in the portal and note
the geographic location shown in field Data Location. It will be one of the following:

* Amsterdam, The Netherlands (Europe)
* Virginia, United States (USA)

4. Click Save.
The remaining fields on the page are automatically filled out based on data pulled from your tenant
when the API connection is established:

SerVicennw_ Service Management

Admin By Request ABR Properties

Connection properties
= e prop

ABR AP| Key @
Admin By Request
ssssssse

Requests
Version of the ABR APl in ServiceNow. @

Auditlogs 116

Propertles
After the API Key have been added the region Is automatically configured. ()

Contact Support EU

w

Licensing information.
Tenant name @

Tast

Workstation seats. (3)

[i}

Workstation usage. @

[i}

Workstation license expiration. (3)

Server seats (%)

L}

Server usage @

[i}

Sarver license explration. (%)

' May 0% Integration faske “



https://account.adminbyrequest.com/TenantSettings?Page=Retention
https://www.adminbyrequest.com/en/

Jdmin By Request ADMINBYREQUEST.COM

ZERO TRUST PLATFORM

C. Configure Flow

The Admin By Request / ServiceNow integration incorporates a pre-built Flow (also referred to as
Schedulesin ServiceNow) designed to automatically get Admin By Request data into your ServiceNow
instance. This task covers the steps involved in enabling the Flow to run so that the application can
begin pulling the appropriate data.

1. Using the Filter Navigator search box, locate and select Flow Designer:

=

Process Automation

Flow Designer #

VW Flow Administration

Today's Executions

Active Flows

2. |n the Flows tab, click the Search icon underneath the main search menu:

now. | Flow Designer

Flows Suttlows Actions Executions Connections Help
Search Name ¥ Search
¥ oal
7
O, Name & Internal name Application Status  Active  Updated Updated by
- P 15-12-2020 .
Auto Close Resclved Cases auto_close_resalved_rases Customer Service Draft true admin_khs
13:36:32
Eenchmark Recommendagion - 31-10-2018
benchmark_recommendation_evaluator Benchmarks Spoke Published  true N admin
Evaluator 124021
28-09-2020
Business process approval flow business_pracess_approval_flow Global Published true ; 10613 admin
Cancel resource plan request after ’ 15-09-2019
cancel_resource_plan_request_after_x_hours Global Published  true system
Hhours - -plan-request.anerx- 1448:40 g
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3. Use the Application search box to locate the Admin By Request Flow:

now. | Flow Designer

Flows  Subflows  Actions  Executions  Connections  Help New ~
Search Name ¥  Search
= &
Y All
O\ Name & Internal name Application Status Active Updated Updated by
Search Search Admin By Search Search Search Search
Auto Close Resolved . 15-12-2020 .
auto close resolved cases Customer Service Draft true ~ admin khs
Cases 13:36:32
Benchmark
. : - 31-10-2018 .
Recommendation benchmark recommendation evaluator Benchmarks Spoke  Publishad true Lraron admin
Evaluator A
siness process 28-09-2020
- business process approval flow Global Publishad true admin

approval flow 07:06:13

4. The following Flow is displayed for the Admin By Request application:
* Admin by Request - Update Audit Logs

Flows Subflows Actions Executions Connections Help

Search MName ¥ Search
? All = Application Name starts with Admin By Request
O\ Name & Internal name Application Status Active Updated Updated by
Search Soarch Admin By Request Search Search Search Search

Admin by Raquest -

Update Audit Logs admin_by_request__update_audit_logs Admin By Request Published trua 2022-10-2503:09:33  aes.creator
Actions on selecled rows... v B o101

5. Click into the flow by selecting its name in the Name column. This opens the following screen,
displaying the sections detailed below:

* TRIGGER: Specifies if and how often the Flow is repeated.
* ACTIONS: Lists the actions performed in the Flow

now.  Flow Designer [~}

i) Flow « B

Admin by Request -

L= Admin by Request - Update Audit Logs i Properties || Test | Executions

TRIGGER Data >

* Flow Variabl
c Repeat every 0 day(s) 00 hour(s) 00 minute(s) 15 second(s) G vaniables

 Trigger - Repeat

ACTIONS

{_Run Start Time DatesTime
] Admin by Request - Update audit logs delta &
Retrieve all audits created since last retrieval * 1 - Admin by Request - Update audit logs delta
¥ (_ Action Stats Object

) Add an Action, Flow Logic, or Subflow

ERROR HANDLER

If an error occurs in your flow, the actions you add here will run.

6. Click the Activate button in the top right-hand menu.
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7. This opens a confirmation prompt. Click the Activate button in the prompt to enable the flow to run:

Are you sure you want to
activate the flow?

Your flow will start running when the trigger conditions are met.

Dot show me this again

8. Upon successful activation, a Success message appears in the bottom right-hand corner of the
screen:

=
Success:
Flow activated succesgiully

9. Use the Home icon next to the Flow tab in the top left-hand menu to navigate back to Step 1 of this
task:

Flow Designer

Flow
@ Admin by Request ... x| G

Admin by Request - Get Requ... e

TRIGGER
@ Repeat every 0 day(s) 00 hour(s) 00 minute(s) 30 second(s)

ACTIONS

1 @ Fast Track - Get Requests &
Delta update FastTrack requests

' May 0% Integration feske “
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10. To test successful connection ( ) and correct flow (
), navigate to the Admin By Request Auditlog page in the ServiceNow app; listed
here should be the existing Auditlog data from your portal:

Filter navigator = | Audits m Search | Requestedat v | Search

? All> Requested at > 30-09-2021 23:53:59

Q. = Requested at = State = User
Self-Service
Search Search Search
Admin By Request
(i)  2021-10-2509:36:29 Pending Approval Guest User
Requests
i 2021-10-25 08:30:58 pending Approval Guest User
Auditlogs €—
(i)  2021-10-22 15:04;50 Finished Guest User
Properties =
Service & Support () 2021-10-17 11:34:05 Finished Guest User
Password Reset (i)  2020101711:19:0 Denied Guest User
Skills @ 2021-10-1711:10:42 Finished Guest User

NOTE

This assumes that you have existing Auditlog data in your portal to be pulled through to
ServiceNow.

D. Assign User Access

Once the Flow is activated and the application is successfully pulling / updating data, access needs to
be granted to the appropriate users within the ServiceNow instance, so that they can interact with
Admin By Request features. This task covers the process of creating a group of users and assigning
them access using pre-configured ServiceNow Roles.

In this example, we assign an Example Approvers group the role of User, which allows them to
Approve or Deny requests within ServiceNow.

1. Using the Filter Navigator search box, locate and select Groups (under Users and Groups):

/ —
{ Users and Groupsl
~_ - @@

=i *

System Security

¥ Usersand Groups €—

Users

' May 0% Integration faske m
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2. Click the New button in the top left-hand menu:

Users and Groups = Groupj m Search | Name ¥ | Search

= * (b0 % oA

202 Q, = Name A = Description = Active

System Security
Search Search Search

‘W Users and Groups

@ Admins true
Users
Groups @ Analytics Settings Managers Group for all people who have the  true
Ana...
Roles ausi _— )
@ usiness Application Approval group for Business true
Registration Approv... Application ...
Access Role Detail View
@ CAB Approval CAB approvers true

3. Fillout the fields as appropriate (i.e., according to your organizations preferences) and click Submit:

= Group -—
< = Newrecord ‘é) —
Name Example Approvers Group email =
Manager Q, Parent o}
Hourly rate  kr v 0,00

Description These users are able to Approve or Deny Requests.

Type &

Submit

NOTE
In the above example, only the Name and Description fields are filled out.
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4. Search by Name in the top search bar to locate and select the Example Approvers group created
in the previous step (i.e,, Step 3):

=  Groups m @ ExampleApproversi

E ? All>Name >= Example Approvers

@ O\ = Name a4 = Description = Active = Manager = Parent

Search Search Search Search Search

These users are able to Approve or

(D) | Example Approvers Deny . true (empty) (empty)
® Fast Track Approvers true (empty) (empty)
@ Inbox Syspeople Inbox true Jesper Andersen (empty)
@ LDAP Admins LDAP admins group true (empty) (empty)

5. In the Roles tab in the bottom left-hand menu, click the Edit... button:

— Group -
()= Example Approvers V3 — oo  Update  Delete \l

Mame Example Approvers Group email =
Manager Q Parent Q,
Hourly rate | kr hd 0,00 ra

Description These users are able to Approve or Deny Requests.

Type | &

Update Delete

Related Links

Add to Update Set

Roles %roupMemberﬁ Groups ~ Skills

Search Created ¥ | Search

E\ ? Group = Example Approvers
508 = Created =rRole = Granted by = Inherits

No records to display
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6. Use the Collection search box to locate the two pre-configured roles for this application:

* x_syaps_abr.abr_admin: Users assigned this role have administrative access within the
application, which includes the ability to access all application features (Requests, Auditlog)

and the Properties page.

* x_syaps_abr.abr_user: These users are able to access and interact with the Admin By Request
Auditlog and Requests features (i.e,, view / manage Auditlog data and Approve or Deny

Requests).

add Filter | Runfilter |(2)

-- choose field -- ¥  -—-oper-—

Collection é—’
I @\ ¥_syaps_abr.abr )

%_syaps_abr.abr_admin
x_syaps_abr.abr_user

‘ n(gl m

Roles List

Example Approvers

~None—

7. Select the User role (i.e., x_syaps_abr.abr_user) and click the right-facing arrow button to assign
the role to the Example Approvers group:

AddFilter | Runfilter (D

- choose field - ¥  -—-oper-—

Collection

O\ x_syaps_abr.abr

Name x_syaps_abr.abr_user

c ? n:el m

¥  -—-value--

Roles List

Example Approvers

--None--

1 May 2025
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8. The role appears under the Roles list in the right-hand field. Click Save:

AddFilter | Run filter ()

--choose field - ¥ | --oper- v - value -
Collection Roles List
O, *_syaps_abr.abr Example Approvers
¥_syaps_abr.abr_admin %_syaps_abr.abr_user e'
>
<

Cancel

Name x_syaps_abr.abr_user

9. Users can now be added to the group in the same process used to assign roles. Return to the
Group page, and use the Edit.. button in the Group Members tab:

Roles | Group Members &roups Skills

= | Group Membe earch = User ¥ | Search El
[l ? Group = Example Approvers

@ O\ = User

No records to display

10. Use the Collection search box to locate the users for the Group, and the right-facing arrow button
to add them to the Example Approvers Group.

NOTE

Roles can also be assigned to individual users. Navigate to Users from the Filter Navigator
search box (under Users and Groups) and follow a similar process to what is described in this
Task (i.e., Task D) to assign the appropriate Role to the user.

1May 2025 Integration Tasks PAGE 14


https://www.adminbyrequest.com/en/

| By Request ADMINBYREQUEST.COM

ZERO TRUST PLATFORM

E. Use Features

Once the correct Roles are assigned, users are able to access Admin By Request data through the
integrated features: Auditlog and Requests. Task E covers how to use these features within the
ServiceNow application.

NOTE

This Task is demonstrated from the viewpoint of regular user in the ServiceNow instance (i.e., a
member of the Example Approvers Group assigned the role of Userin Task D) as opposed to an
Administrator (the role required for tasks A through D).

Auditlog

1. Using the Filter Navigator search box, locate the Admin By Request app and select Auditlog from
the sub-menu:

Admin By

=

Admin By Request

Requests

2. The Auditlog page displays all of the recent Auditlog data from Run As Admin and Admin Session
requests. Information includes:

¢ State: This could be ‘Pending Approval’, ‘Denied’, 'Open’, or ‘Finished'.
* Type: Either ‘Run As Admin' or ‘Admin Session'.
* Application: The application that the user requested to Run As Admin.

There are no applications listed in this column for Admin Sessions because mul-
tiple applications may have been accessed during the time the Admin Session was
active.

® Scan Result: This column displays ‘Clean’ unless the VirusTotal scan has flagged malware.

Admin By = MAudits Search | State ¥ Search 1 ta200f225 B P
~ | Nl
= v
@ C\ = State =User = Email = Type "= Computer Name = Application = Scan Result
Admin By Request
FastTrack Software TTWINIO-AALBORG- TwinCAT 3.1 FULL setu
() Fins - e a— are.c 4 i P
— (i) Einisned Supmert suprortitasmrackseftware.com  Run As Admin DENMARK package Clean
0) Finished FastTrack Software N Admin FTWIN10-AALEORG- d
h upporl@fest sfbweare.uc
() inish Support support@lastivacksofiwarecom L ENMARK e
Track Softwa WINL-AALBORS-
(i)  Finisned Fastlrack softwars cupport@tasteacksatware com  Run As Admin L LS AALBURS Quick Assist Clean
Supzort CENMARK
~ FastTrack Soflware FTWINIO-AALEORG- TwinCAT 3.1 FULL selup
i Flnlshed support@fasttrackseftware.com  Run As admin Clean
® L Supgort Lz A DENMARK package
P~ FastTrack Software FIWINTO-AR] BORG- Wir dows Command
i) Finised supportirtzstracksefiware.com  Rur As Admin Clean
W Supporl PRere . . AR sk Processor
O a d FastTrack Software R ® il FTWIN10-AALEORG- - @
Ei athe ” @lasttrackseftware.co A : i o
i in e Support support@lastiracksalinare.com  Run Asadmin oo oleg: ean
FastTrack Software FIWINIGAALBORG Wirdows Command
(i) Finisned . supportigtastracksofoware com  Rur As Admin ey Clean
Support CENMARK Progessor
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3. Select an item in the list using the State column to view the available data for that Auditlog entry.
Available data may include some or all of the following:

¢ == Audit-FastTrack Software Support

User FastTrack Software Support Type Run As Admin
Email supportiafasttracksoftware.com State Finished
Fhone
Application TwinCAT 3.1 FULL setup package Scan Result Clean
Preapproved Virus Total  httpss/fwww.virustotal.com/latest-

scan/4D3ECA0404DTADBEIICERBTEAFBZBEER

BASOFI3A9Z080BBESBEZETFCAIZFADCY

Reason

Denied Reason

Requested at 29-07-2021 13:42:58 Start Time
Response Time End Time
=  AuditLog Acthvities  Search  Activity ¥ | Learch I todofsd =]

5 nudit Log = FastTrack Software Support

@ O, =ity = Application Name = Fath
i!: Elevated Privilege Beckhoff TwinCaT 3.1 (Build 4024) CoUsers\FastTrackSoftwareSupiAppDataiLo...
P . . -
L) Elevated Privilege Windows Command Processor Couwindows) SysWOWES crmd exe
f_"_:' Elevated Privilege TwinCAT 3.1 FULL setup package Coilsers FastTrac kSoRware Sup! Downloads)...
E‘ Elgvated Privilggg Microsoft Visual Studic 2019 C:\Program Files (x88 )\ Micresoft Visual ...
Actians or selected rows... W 1 o d C' 4

If logged in to your instance as a ServiceNow administrator (not just an application
admin), Auditlog data can be edited and updated manually by making the desired
changes to an Auditlog entry and clicking the Update button. However, editing Audit-
log datais NOT RECOMMENDED.
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4. Selecting an item in the Activity column (from the Audit Log Activities section, bottom of page)
displays further information, such as the file path:

= | Audit Log Activities “SG&arch  Activity ¥ | Search 1 | to4of4 =
? Audit Log = FastTrack Software Support
8 Q. = Activity = Application Name = Path
@ Elevated Privilege Beckhoff TwinCAT 3.1 (Build 4024) C:\Users\FastTrackSoftwarsSup\AppDatalLo...
@ Elevated Privilege Windows Command Processor C\Windows' Syswowed\cmd.exe
@ Elevated Privilege TwinCAT 3.1 FULL setup package C:\Users\FastTrackSoftwareSup\Downloads',..
@ Elevated Privilege Microsoft Visual Studio 2019 C:\Program Files (x86)\Microsoft Visual ...
Actions on selected rows.., - 1] to4of4
¢ == AuditLogActivity - Created 19-08-2021 12:17:07
Activity Elevated Privilege Application Mame Windaws Command Processor
;,("
Path C\Windows\SysWOWG4\cmd.exe b~
Audit Log FastTrack Software Support
Requests
1. Select Requests from the FastTrack — Admin By Request sub-menu:
Admin By
Admin By Request
Requests
Auditlogs
2. The Requests page displays all of the requests made by users that are pending approval:
Admin By = Requests Search  State Y Search 1| to20f2
= E| ? All=State = Pending Approval
!:ﬂx O\ = State & = User =Emall =Type = Computer Name = Application = Scan Result = Updated
Admin By Request
Fandi FaslTrack Run A FTWIN10-AAL BORG 2-0R-3071
Req @ ﬁil Software supoort@fasttracksoftware.com A!r‘m: I'.‘ENMAI;I: e Windows Notepad  Clean s ”-1-'1
SRREEE suppurl e
Auditlags FaslTrack c
@ :’Ld""sl Sofoware supportiE fasttrackseftware.com j:” A3 ?F\:h:l:s:ammﬁ- MicrosoftEdge  Clean 'E:EE_'??H
Approval o Admin ! 53
Actons on selected rows... ~ 1 l2of2
0]
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3. Click into an item in the list by selecting Pending Approval in the State column:

= Requests Search State ¥ 1 to2of2

[=d] ? All= state = Pending Approval

@ O\ = State A é:’User = Email = Type = Computer Name = Application = Scan Result = Updated

FastTrack

Pending Run As FTWIN10-AALBORG- . 19-08-2021
@ - Software support@fasttracksoftware.com . Windows Notepad  Clean
Approval Admin DENMARK 13:54:23
Support
Pendi FostTrack Run FTWINLO-AALBORG 19-08-2021
endin ~ un As - - . -08-
@ & Software support@fastiracksoftware.com : Microsoft Edge Clean
Approval Admin DENMARK 13:54:23
Support
Actions on selected rows._.. ~ 1 toZof2

4. Information about the request is displayed. Click the Approve button to approve the request:

= uest - FastTrac| are Suppol LECW  Approve Deny
= Request - FastTrack Software Support

User FastTrack Software Support State Pending Approval
Email support@fasttracksoftware.com Type Run As Admin

Phone 3333333333

Application v

Application Windows Notepad Scan Result Clean

Virus Tatal ~ https:y/fwww.virustotal.com/latest-

scan/DEBSBO0STE4AF84BB0TFA3DE4531CEED

4787FB3BETCOA11CO016592FG4ABADDA

Reason notepad test

‘ Approve I Deny

The user who made the request will receive an email from Admin By Request that their
request has been approved. When the request is complete, the details will be available
in the Auditlog in ServiceNow.
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5. Todeny arequest, click into the Request and select the Deny button:

{ = Request- FastTrack Software Support

User FastTrack Software Support
Email support@fasttracksaftware.com

Phone 333.233.3333
Application

Application Windows Notepad

Reason notepad test

Approve

State

Type

Scan Result

irus Total

o T- B

Pending Approval

Run As Admin

Clean

hittps:Awwwevirustotal.corm/latest-
scan/DEBSBO0GTE4AFS4BBOTFASDE4631CEES

AT8TFB3BETCDAL1CO016992FS4AB4DDA

&

6. A confirmation window appears following this action. Click Yes to deny the request, with the option

of stating a reason for denial:

Deny Request

Areyou sure you want to deny this request?

bptlonal, state reason for denial

The user who made the request will receive an email that their request has been
denied, with the reason included (if reason was given).
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Troubleshooting

Common issues

1. Failure to Establish API Connection:
Regenerate the API Key in your Admin By Request Portal and ensure you have clicked the Save
button (the green tick icon appears upon successful save). Replace the API Key in the ServiceNow
Properties page and click Save. Ensure the “Properties Saved" message appears at the top of the

page.

2. No Auditlog or Request Data Coming Through:

* Ensure the Flow has been configured correctly (Task C in this manual). Go to the Flow
Designer, locate the Admin By Request Flow, and ensure all three are Active. Check that the
Trigger is set to a reasonably short interval (i.e., not a long period, e.g., two hours).

* Ensure thereis data in your Admin By Request Portal to be pulled through to ServiceNow. If no
data exists in Admin By Request, create some test data by making a and consuming a request

on the endpoint.
3. Unable to Access ServiceNow Features:

Ensure the account you are signed in to in ServiceNow has the appropriate administrative
permissions enabled to access the features required for this integration. (Admin privileges required

for Tasks A through D.)

Adding ID and Trace No. to the Audlit list
As a default, the Audits/Requests list contains seven columns:

Requested at
State

User

Email

Type

Computer Name
Application

N OO0k~ wWwDN R

To add additional columns to your list view, click the gear icon:

= ¥ E Audits Requested at{reque: ~ | Search & Actions on selected rows... ~ m
All > State = Pending Approval
©.  Requested at{requested_at_display) = State User Email Type Computer Name Application
Search =Pending Approv Search Search Search Search Search
2022-10-25 13:02:24 Pending Approval . I, L 1 RunAs Admin F h Google Update Setup
NOTE

This is a personalized setting - it will only show on your list view.
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To personalize your list columns:

1 Find the relevant fields on the left side (e.g., Request Id and Trace Number).
2. Move them to your list view by clicking the right-arrow (or double clicking).
3. You can adjust the order of the columns using the up- and down-arrows.
4. Click OK
Personalize List Columns
Available Selected
Admin by Request Requested at(requested_at_display!
Application File State
Class User
Created Email
Created by e Type
Denied Reason Computer Name
End Time Application
Phone e
Preapproved
Reason o
Request Id
Requested at
Response Time
Scan Result
Start Time
Tags
B Wrap column text Compactrows || Active row highlighting
B Modern cell coloring
B Enable list edit Double click to edit o
[ ox |

Now the columns are available in your list:

= ¥V © Audits Requestedat{reque: - | Search @ & | Actionsonselected rows... v m
All > State = Pending Approval
Q. Requested at(requested_at_display) « State User Email Request Id Trace Number Type Computer Name Application
Search =Pendin Search Search Search Search Search Search Search
2022-10-25 13:02:24 i::::il - Yo B ) | 120,282,963 100,995,729 ';::1?: el s S::zﬂe Updz

Other issues
For any issues unable to be resolved using the steps above, contact Admin By Request by:

* creating a Support ticket,
* emailing us, or
* contacting your Account Manager.

Forissues unrelated to the Admin By Request application, contact your ServiceNow representative.
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